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Abstract. Types of files (text, executables, Jpeg images, etc.) can be
identified through file extension, magic number, or other header infor-
mation in the file. However, they are easy to be tampered or corrupted
so cannot be trusted as secure ways to identify file types.In the presence
of adversaries, analyzing the file content may be a more reliable way to
identify file types, but existing approaches of file type analysis still need
to be improved in terms of accuracy and speed. Most of them use byte-
frequency distribution as a feature in building a representative model of
a file type, and apply a distance metric to compare the model with byte-
frequency distribution of the file in question. Mahalanobis distance is the
most popular distance metric. In this paper, we propose 1) the cosine
similarity as a better metric than Mahalanobis distance in terms of clas-
sification accuracy, smaller model size, and faster detection rate, and 2)
a new type-identification scheme that applies recursive steps to identify
types of files. We compare the cosine similarity to Mahalanobis distance
using Wei-Hen Li et al.’s single and multi-centroid modeling techniques,
which showed 4.8% and 13.10% improvement in classification accuracy
(single and multi-centroid respectively). The cosine similarity showed re-
duction of the model size by about 90% and improvement in the detection
speed by 11%. Our proposed type identification scheme showed 37.78%
and 31.47% improvement over Wei-Hen Li’s single and multi-centroid
modeling techniques respectively.

Keywords: file type identification, byte frequency distribution, cosine
similarity, Mahalanobis distance, linear discriminant, cluster analysis.

1 Introduction

File type identification is an important task for many security applications to
work efficiently. For example, filtering email attachments may require blocking
inbound attachment types that may contain malicious contents. Virus scanners
may be configured to skip some file extensions; in Norton Antivirus 2008 for
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example, we have an exclusion option to specify file types to skip for virus
scan [I]. Some applications raise alerts before opening unrecognized (therefore
suspicious) file extensions; for instance, Windows Media player raises an alert
when user tries to open a file of unrecognized extension. Some steganalysis pro-
grams also rely on file type detection; for example, stegdetect [2], which detects
steganographic contents in images, uses libmagicl package [3] to determine file
type using magic numbers. However, they are easy to be tampered or corrupted
so cannot be trusted as secure ways to identify file types. In the presence of
adversaries, analyzing the file content may be a more reliable way to identify file
types. Solutions that analyze file content usually build a representative model of
a file type by averaging the byte frequency distributions of sample files, and use
a measure to find out the consistency between the model and the byte frequency
distribution of the file in question. Moreover, mahalanobis distance is a popular
measure to compare byte frequency distributions such as it is used in PAYL [4],
Fileprint [6], [5], [7]. However, existing approaches of file type analysis still need
to be improved in terms of accuracy and speed.

In this paper, we propose two schemes to improve the analysis of file content
for type identification. First, we show that the cosine similarity [§] is a better
metric than mahalanobis distance in terms of classification accuracy, smaller
model size and faster detection rate. Secondly, we propose a new type identifi-
cation scheme that recursively refines the type of a file in question.

We use Wei-Hen Li et al [6]’s modeling technique to compare the cosine simi-
larity (CS) and Mahalanobis distance (MD). Wei-Hen Li’s work is a representa-
tive modeling technique in that it uses MD and its single centroid model is also
used by other schemes [9], [10], [T1]. Its multi-centroid model is comparable to
our recursive scheme.

In our proposed type identification scheme, we group files with similar byte-
frequency pattern irrespective of their file types (whereas Wei-Hen Li’s technique
groups files with the same type). Then we apply the linear discriminant analysis
[12] to identify the type of each file. Our proposed scheme shows better result
than Wei-Hen Li’s single and multi-centroid modeling technique (considering
both CS and MD as distance metric).

This paper is organized as follows. Section[2] presents the related work. Section
describes the assumptions that are required for robust techniques of byte-
frequency analysis, and explains the dataset used in this paper. Section @ explains
our experiment results on cosine similarity and Mahalanobis distance. Section [
discusses the weaknesses of Wei-Hen Li’s modeling technique. Section [0] presents
our recursive file-type identification scheme. Section [ analyzes the proposed
scheme. In section 8 we compare the Wei-Hen Li’s single and multi-centroid
models (using both CS and MD) with the proposed scheme, and Section [ shows
the conclusions and future work.

2 Related Work

This section discusses the previous techniques for file type identification. Some
of these techniques are commonly used by operating systems where the file type
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information is explicitly written either in the file header or in the file name.
There are other techniques which analyze the file content to identify the file
type.

The most common and the simplest way to identify file type is to look at
the file’s extension [13], but this can be easily spoofed by users with malicious
intent. Novice users could also unintentionally change the file extension while
renaming the file name. Malwares could also easily hide themselves by having
file extensions that virus scanners skip.

Another method to identify file type is to look at magic numbers in the file
[14]. For example, GIF files begin with ASCII representation of either GIF87a
or GIF89a depending on the standard. ZIP files always have the magic number
"PK” at the beginning of the file. However, only binary files have magic numbers
so it is not applicable to text files. As with the file extension, it can also be
easily spoofed. For instance, malcodes can be hidden using code obfuscation and
alphanumeric encoding [15], [16], [17], [18].

McDaniel and Heydari [19] introduce three algorithms to identify file types by
analyzing file content. In byte frequency analysis algorithm (BFA), they calculate
byte-frequency distribution of different files and generate ”fingerprint” of each
file type by averaging byte-frequency distribution of their respective files. They
also calculate correlation strength as another characterizing factor. They take
the difference of the same byte in different files. If the difference gets smaller, the
correlation strength increases towards 1 or vice versa. In byte-frequency cross-
correlation algorithm, they find the correlation between all byte pairs. They
calculate the average frequency between all byte pairs and correlation strength
similar to the BFA algorithm. In file header/trailer algorithm, the file headers
and trailers are byte patterns that appear in a fixed location at the beginning
and end of a file. They maintain an array of 256 for each location and the array
entry corresponding to the value of the byte is filled with correlation strength of
1. They construct the fingerprint by averaging the correlation strength of each
file. In these algorithms, they compare the file with all the generated fingerprints
to identify its file type.

Wei-Hen Li et al. identify file types using n-gram analysis. They calculate
1-gram frequency distribution of files and build 3 different models of each file
type: single centroid (one model of each file type), multi-centroid (multiple mod-
els of each file type), and exemplar files (set of files of each file type) as centroid.
They refer them as ”fileprint”. In single and multi-centroid models, they calcu-
late mean and standard deviation of 1-gram frequency distribution of files, and
use Mahalanobis distance to compare these models with 1-gram distribution of
given file to find the closest model. In exemplar file model, they compare 1-gram
distribution of exemplar file with that of given file (there is no variance com-
puted), and Manhattan distance is used instead of Mahalanobis distance. Their
solution cannot identify files having similar byte-frequency distributions such as
MS Office file formats (such as Word and Excel) but treat them as one group or
one abstract file type.
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Karresand and Shahmehri [9], [I0] proposed the "Oscar” method for iden-
tifying the types of file fragments. They build the single centroid fileprints [6]
but use quadratic distance metric and 1-norm as distance metric to compare the
centroid with the byte frequency-distribution of file. Although Oscar identifies
any file type, they optimized their algorithm for JPG file using specific byte
pairs in the file, and reported 99.2% detection rate with no false positives. They
also use rate of change of bytes, i.e. the difference of two consecutive byte values
where they consider the ordering information of bytes.

Veenman [I1] extracts three features from file content. These features are 1)
byte frequency distribution, 2) entropy derived from byte-frequency distribution
of files, and 3) the algorithmic or Kolmogorov complexity that exploits the sub-
string order [20]. The Fisher linear discriminant is applied to these features to
identify the file type.

Calhoun and Coles [2T] extended Veenman’s work by building classification
models (based on the ASCII frequency, entropy, and other statistics) and apply
linear discriminant to identify file types. They also argued that files of same
type probably have longer substrings in common than that of different types.
Our recursive scheme also uses the byte-frequency distribution as a feature and
linear discriminant analysis for classification. However, the main difference of
ours from Veenman’s scheme is the way we build the classification model for each
file type. Veenman computes one discriminant function for each file type using
all its sample files. However, our scheme combines the similar byte frequency files
in groups irrespective of their file types using clustering, and computes the linear
discriminant function for each file type in each group. Hence multiple functions
could be computed for each file type. Veenman reported 45% overall accuracy
while our scheme shows 77% overall accuracy.

3 Assumptions and Dataset Details

3.1 Assumptions for Byte-Frequency Distributions of File Types

We make two assumptions for byte-frequency distribution of files.

1. Byte-frequency distributions of different file types could be homogeneous.
That is, they could have similar byte frequency distributions (Figure
and

2. Byte-frequency distributions of a file type could be heterogeneous. That
is, files of the same type could have different byte-frequency distributions

(Figure and

We believe that a robust solution for file-type identification, which uses
byte-frequency distribution to build representative models of file types, should
satisfy these assumptions. The proposed recursive scheme is based on these
assumptions.
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Fig. 1. a) and b) show that ASP and HTML can have similar byte-frequency patterns.
c¢) and d) show that two DOC files can have different byte-frequency patterns (X-axis
represents the byte patterns and y-axis the relative byte frequency).

3.2 Dataset

In our experiments, we used two datasets to analyze different file-type identifi-
cation schemes and our scheme. One dataset is used to build the representative
models of file types and the other to test the classification accuracy of the iden-
tification schemes. 10 file types (JPG, HTML, GIF, EXE, MP3, PDF, TXT,
DOC, XLS, and ASP) are included in each dataset, with each type having 100
files. These file types are chosen since they are popularly used and cover a broad
range of file contents such as binary files (JPG, GIF, EXE, MP3, PDF), print-
able character files (TXT, HTML, ASP), and the files that contain binary and
characters (DOC and XLS).

4 Cosine Similarity: An Efficient Measure to Compare
Byte Frequency Vectors

4.1 Cosine Similarity

Cosine similarity is a measure to compare two vectors. If is a byte-frequency
vector of a test file and is the representative model vector of a file type (that is
achieved by averaging the byte-frequency distributions of the sample files of the
file type), cosine similarity is defined by Eq. I

z.y

cos(xz,y) = B (1)



On Improving the Accuracy and Performance 49

Where . indicates the vector dot product, z.y = Y ,_,zxyr and |z =
V)ohoi 3 = y/z.x is the length of vector , The value of cosine similarity lies
between 0 and 1. If the cosine similarity is 1, cosine angle between x and ¥ is
0, thus  and g is the same except the magnitude. If the cosine similarity is 0,
cosine angle between x and ¥ is 90°, which means they are absolutely dissimilar
to each other.

Cosine similarity is quite different from Mahalanobis distance, as it does not
use standard deviation but it takes account of the varying size of files. Whereas
the byte-frequency distribution of a file needs to be normalized (by dividing each
frequency with file size) in order to use Mahalanobis distance, there is no need
to normalize the files when using cosine similarity.

In our experimental results presented in next section we found that, unlike
Mahalanobis distance, cosine similarity does not lose accuracy even if we truncate
the representative model of a file type (so that it contains a subset of highly
occurring byte patterns). Thus, using a small number of byte patterns makes
it more efficient as it requires less memory and computation without losing
accuracy.

4.2 Performance Comparison between Cosine Similarity and
Mahalanobis Distance

We use Wei-Hen Li’s modeling technique in comparing the classification accu-
racy of cosine similarity and Mahalanobis distance. The reasons we use their
technique are that it uses Mahalanobis distance, its single-centroid model is a
representative technique also used by other schemes [9], [10], [I1], and its multi-
centroid model is comparable to our recursive scheme presented in later section.
They build representative model of file type, by combining the byte-frequency
distribution of several files of the same type (considering each byte pattern in the
distribution as a variable) and averaging their relative frequencies. It is referred
as single-centroid model. They also proposed to build multiple representative
models of a file type in a similar fashion, but in this case they further group the
files of a same type based on their byte-frequency distributions. Such models are
referred as multi-centroid model.

We applied, for each file type, multiple truncated models that contain only
subsets of byte patterns. For this, we first sorted the byte patterns of a file type
(in the order of highest occurring to lowest) and then create multiple models
by gradually reducing the number of byte patterns. The rationale behind this
is that byte-patterns that rarely occur in a file type may not be representative
of that type, but rather be noises. Hence excluding them from the model may
be beneficial since it requires smaller memory and computation, and may even
increase the classification accuracy in some cases

We also use the simplified Mahalanobis distance formula that is used in Wei-
Hen Li’s work, which is defined as follows.

iy (i — i)

(2)
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where z is a byte-frequency vector of a test file, and 7 and 6 are the mean value
and standard deviation of the byte-frequency distributions of the sample files
(used to build the model of a file type).

Figure 2 (from a to d) shows the classification accuracy of Mahalanobis dis-
tance and cosine similarity (on some of the 10 sample file types as mentioned
in section B.2) using different percentages of byte-patterns of single- and multi-
centroid models). We used K-means algorithm (as used in Wei-Hen Li’s work)
to build multi-centroid models. We chose a random value of K (3 in this ex-
periment) as Wei-Hen Li et al. reported that they observed similar results on
different values of K. We observed that, in most of the file types, the classifi-
cation accuracy is degraded as we decrease the number of byte-patterns in the
model when using Mahalanobis distance. However using cosine similarity, the
classification accuracy either remains the same or shows some improvement.

Figure[2 (e) shows the average classification accuracy of Mahalanobis distance
and cosine similarity. We can observe that cosine similarity shows better accuracy
than Mahalanobis distance, and the multi-centroid model shows better accuracy
than single-centroid model. We can also observe that the cosine similarity shows
not much difference in classification accuracy even if only 10% of (high frequency)
byte-patterns are used. This experiment suggests that we may use a small per-
centage of high frequency byte-patterns, which reduces the model size and also
improve the computation time to compute the cosine similarity values.

Figure[2 (f) shows that by using only 10% of byte-patterns the elapsed time is
reduced by approximately 11%. Our experiment considers each byte-pattern as a
variable (that is, 1-gram analysis). Since the size of model using 1-gram frequency
distribution is small (there are only 256 patterns), there is not much opportunity
for improvement on memory space and time. However, models using higher n-
grams [22], [23] (i.e. a variable consists of a sequence of multiple bytes) are much
bigger since the number of distinct patterns grows exponentially. Therefore the
improvement in model size and computation time will be much greater if we use
higher n-gram (higher n-gram is out of the scope of this paper).

5 Accuracy of Wei-Hen Li et al.’s Single- and
Multi-centroid Models

Figure 2 (e) shows that the average classification accuracy using Wei-Hen Li’s
modeling technique is less than 80%, which may not be satisfactory for many
applications. This section presents a discussion of why we think it is so. Our
reasoning below is the basis of our proposed scheme in the next section.

In section [B] we argue that files of a same type could have different byte-
frequency patterns. In such case, averaging the different byte-frequency patterns
i.e. building a single-centroid model would not yield an accurate representative
model (figure 3). In multi-centroid model, a model is built using the files of the
same type having similar byte frequency patterns. In section Bl we also argue
that files of different types could have similar byte-frequency patterns. Hence it
is possible that similar models of different file types are built (figure M.



On Improving the Accuracy and Performance 51

Using ASP file type

Using HTML file type

N
o
o

100
J<: ©
80
A SC (MD)
60 -5~ MC (MD)
-©- SC (CS)
————— MC (CS)

Classification accuracy (%)

o ©
O O

N
o

Classification accuracy (%)
N
o

foo 80 &5 ~— @ 20
Percentage of byte patterns used (%)

(a) Comparison of MD and CS on
SC and MC models using ASP files

Using TXT file type

oo 80 60 40 20
Percentage of byte patterns used (%)

(b) Comparison of MD and CS on SC
and MC models using HTML files

Using PDF file type

100 100
8.8 S SISO
3\;80— 2 8O- P o
8 g OO

§ 60r S 60

e §
= 40| ® 4
3 o0 g
2 A SC (MD) 2 ascoD
520 & Mc (VD) 820/ 5 wewo)
© -©- SC (CS) & sC(©s)

----- MC (CS) = e ©o)
‘?00 ?00

Sb 60 40 20
Percentage of byte patterns used (%)

(¢) Comparison of MD and CS on
SC and MC models using TXT files

2100

80

- SC (MD)
201 -3~ MC (MD)
-©- SC(CS)
----- MC (CS)

Average classification accuracy (%

‘? 00 80 20
Percentage of byte patterns used (%)

(e) Average classification accuracy
of MD and CS on SC and MC
models using 10 file types men-
tioned in figures (a to j)

80 60 40 20 0
Percentage of byte patterns used (%)

(d) Comparison of MD and CS on
SC and MC models using PDF files

- -
o] o N

Improvement in elapsed time (%)
(2]

Y0 &0 60 40 20
Percentage of byte patterns used (%)

(f) Improvement in elapsed time
of file type detection by processing
1500 files (419MB of total size) on
different percentages of byte pat-
terns of representative models.

Fig. 2. a) and b) show that ASP and HTML can have similar byte-frequency patterns.
¢) and d) show that two DOC files can have different byte-frequency patterns (X-axis
represents the byte patterns and y-axis the relative byte frequency).
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Fig. 4. Similar multi-centroid models of different file types. (x-axis represents byte-
patterns and y-axis is the relative byte frequency).

Therefore, when identifying the type of a file, both algorithms (i.e. inaccurate
single-centroid model and similar multi-centroid models of different file types)
are easily confused with similar nature of other file types (such as TXT, ASP,
and HTML) and produces inaccurate results.

6 The Proposed File-Type Identification Scheme

A weakness in Wei-Hen Li’s multi-centroid model is that it does not cope well
with different types of files having similar byte-frequency distributions. Based on
this observation, we propose a scheme that applies recursive steps to classify file
types. Our scheme builds a representative model in two steps; we first divide files
of varying types (in the sample space) into a few clusters, each of which contain
files with similar byte-frequency patterns irrespective of their actual types. Then
we apply linear discriminant analysis to find the distinguishing byte-patterns (i.e.
a model of a file type) from similar byte-frequency distributions in each cluster.

6.1 Building a Representative Model of a File Type

Clustering is an exploratory statistical procedure to naturally group the data into
different clusters. At this stage we do not make any consideration on file types.
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Fig. 5. Identifying a test file using our proposed scheme

After the clusters are built, each cluster could have files with many different
types (although the files have similar byte-pattern frequencies). Therefore we
need to further divide the type of files in each cluster. For this we perform linear
discriminant analysis (LDA), which finds linear combination of byte-patterns to
make further distinction of file types. It derives discriminant function for each
file type in each cluster. For instance, if two clusters have mp3 files, LDA derives
two linear discriminant functions (i.e., one for each cluster). The output of linear
discriminant function is called discriminant score, which is supposed to be the
least for actual file type.

6.2 Detection Algorithm

Figure [ illustrates the detection process of our proposed scheme. When a file
enters into the proposed system for type identification, its relative byte frequen-
cies is calculated. The file is then assigned to the cluster having the most similar
byte-pattern frequencies. If the assigned cluster represents only one file type, the
same type is assigned to the file. Otherwise LDA is used to identify the exact
type of the file. The discriminant scores are computed for all file types in the
cluster using their respective discriminant function. The file type having least
discriminant score is deemed to be the type of file.

7 Evaluation of Our Scheme

7.1 Cluster Analysis to Group Similar Byte-Frequency Distribution
Files

In this section, we describe how files are grouped using clustering. We use Ward’s
clustering method [24] which forms clusters by minimizing the total within-
cluster sum of squares. For instance, if XY is the cluster obtained by combining
clusters X and Y, the sum of within-cluster distances (Wxy) are

nxy
’

Wxy = > (i — Uxv) (i — Uxv) 3)
i=1
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Fig. 6. grouping of file types on different number of clusters

where y; are data points, Jxy = %

are number of data points in XY and XY respectively.

Figure [@] illustrates the grouping of different file types and their respective
percentage. We group files in 3, 6 and 8 clusters. Figure [0l shows that certain file
types are always grouped together. These file types usually have similar content
characteristics. For example, ASP, HTML, and TXT files usually contain ASCII
characters therefore they are grouped together. Also multiple file types lie in
one cluster and same file type in multiple clusters. Such observation supports
our assumptions made in section Bl which states that files with different types
could have similar byte-frequency patterns and files with the same type could
have dissimilar patterns.

We observed some outlier clusters and did not use them in type identification
process. We consider them as outlier because each of them only consists of one
TXT type file.

and,nx ,ny andnxy = nx+ny
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7.2 Linear Discriminant Analysis to Classify Each File Type

This section discusses the classification accuracy. In detection phase, the test
dataset is used to find out the detection accuracy of the clustering, LDA and
overall system. If the type of a test file does not match with any of the cluster
file type, it is said to be misclassified. For example, if file f of type X is assigned
to cluster Y but cluster Y does not have type X, then file f is considered mis-

classified. Hence the accuracy (%) of assigning files to their respective clusters
is calculated as follows.

(Total number of files - misclassified files)

total number of files

Accuracy(%) =

(4)

The files that are not misclassified in the clustering step are further processed
by LDA if the assigned cluster has multiple file type. Each cluster has its own
linear discriminant functions for its file types. For example, if the file f is assigned
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to a cluster, linear discriminant score is computed for each file type using its
respective function and the file type having least discriminant score is considered
as the type of test file f. We use the Eq.[to compute the accuracy of LDA for each
file type. Figure[7] shows that file types (such as MP3 and JPG) that reside only
in one cluster have almost achieved 100% accuracy. However types EXE, DOC,
XLS, and GIF reside in multiple clusters (because their byte-pattern frequencies
are quite similar) and the results of LDA on them were less accurate. Figure Bl
shows the average detection accuracy of the clustering, LDA, and the overall
proposed system. Figure B also shows the average accuracy of Ward’s clustering
method when different number of clusters is used. It shows that the accuracy
remains almost constant when we increase the number of clusters.

8 Comparison of Single- and Multi-centroid Models with
the Proposed Scheme

Figure [9] shows the comparison of the proposed scheme with single- and multi-
centroid models (using both cosine similarity and Mahalanobis distance). We
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Fig. 9. Classification accuracy (%) achieved by our proposed scheme (6 clusters are
used) and single and multiple centroid models using cosine similarity (CS) and Maha-
lanobis distance (MD) while classifying 10 sampled file types
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Fig.10. Comparison of average classification accuracy among single- and multi-
centroid models and the proposed scheme
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took the classification accuracy using all the 256 byte-patterns in single and
multi-centroid models (i.e. we did not truncate the models). Figure [ shows that
in most cases our recursive scheme has highest accuracy rate, and on average
it achieved substantial improvement in classification accuracy over single- and
multi-centroid models (Figure [I0Q).

9 Conclusion and Future Work

This paper presented two approaches to improve the classification accuracy in
identifying file types using their byte-frequency distributions. The first approach
is to use cosine similarity as a distance metric to find out the consistency be-
tween the byte frequency-distribution of a test file and representative model of a
file type. Based on our experimental results, we conclude that cosine similarity
is a better measure than Mahalanobis distance as it improved 4.8% and 13.10%
classification accuracy using Wei-Hen Li’s single and multi centroid models re-
spectively, and did not lose accuracy when using a small percentage of highly-
occurred byte-patterns in the representative models. Using small percentage of
byte patterns results in smaller model size and faster detection rate. Our experi-
ment shows that cosine similarity reduces the detection speed by approximately
11% when only 10% of highly-occurred byte-patterns of the representative model
are used. We expect that the improvement in model size and computation time
will be much greater if we use higher n-gram.

Wei-Hen Li’s multi-centroid model performs better than its single-centroid
model but still suffers when building models of different file types showing similar
byte patterns. We proposed a recursive scheme which is comparable to Wei-Hen Li’s
multi-centroid model but is more accurate (figure[[0lshows 31.47% improvement).

From cluster analysis, we noticed that files of similar nature file types are always
grouped together. For instance, the text-based files (ASP, TXT and HTML) are
always grouped together. Also DOC and XLS which contains both text and binary
characters are always found in same clusters. The accuracy of linear discriminant
in our experiment is still not satisfactory. As our future work, we plan to improve
our grouping scheme, especially focusing on identifying text-based file types.
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